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Why Bitdefender GravityZone:

o—
Simplify your security
operations and reduce
risk —
Secure your business Defend with trusted
across the complete technology that
threat lifecycle - consistently leads

independent
¥| evaluations |_/
N

[ Managed Detection and Response ]

PREVENTION PROTECTION DETECTION RESPONSE

GravityZone XDR Platform

SECURITY CONTROLS COMPLIANCE FRAMEWORKS RISK MANAGEMENT

ENDPOINT IDENTITY CLOUD EMAIL NETWORK
[ Bitdefender Labs ]

Ly A consolidated platform that unifies prevention, protection, detection
and response across endpoint, identities, cloud, network and email.

L Security tooling and services optimized for lean IT and security teams,

with all the in-depth capabilities required by security and risk management
practitioners.

L Underpinned by innovative security technologies that power the world’s
security eco-systems.
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Invest confidently in security
that grows with your business

GravityZone is an extensible platform that is architected to
enable continuous deployment of innovative technologies
and defend against new threats. This approach combines
with flexible licensing to enable you to add the functionality
you need as your security program matures over time.

GravityZone core platform
add-on solutions and services

Upgrading GravityZone is easy: simply apply a new license
key, reconfigure the Bitdefender Endpoint Security Tools
agent to include the additional module(s), and update the
policy. Customers can easily start and manage 30-day free
trials for next-tier products and add-ons from the Product
Trials Hub.

bitdefender.com 3




(_GRAVITYZONE PORTFOLIO )

GravityZone
Extended Detection
and Response (XDR)

GravityZone Extended Detection and Response (XDR)
automatically correlates and contextualizes threat signals
across the enterprise to form a unified, human-readable
attack picture that enables teams to quickly respond.

Bitdefender

Why choose Bitdefender MDR?

Extend in-house capabilities
with 24x7 security operations
staffed by experts

and Response

Defeat attacks through pre-

approved actions executed by

Why choose GravityZone XDR?

Attack visualization beyond
endpoints, automated incident
correlation and analysis

Unique human-readable
incident synopsis and response
recommendations

Native sensors turnkey
deployment, no custom
integrations and detections
needed

Managed Detection

SOC analysts

Leverage highly skilled
analysts, former U.S. Air Force
& Navy, British Intelligence,
and NSA

Bitdefender Managed Detection and Response (MDR)
augments IT organizations with 24x7 security monitoring,
advanced attack prevention, detection and remediation,
plus targeted and risk-based threat hunting by a certified

team of security experts.

GravityZone
Security Data Lake

GravityZone Security Data Lake is a modern solution that
redefines SIEM by unifying security operations, scalable
storage, and analytics in one cloud solution. It empowers
organizations and MSPs with full visibility, faster response,
streamlined compliance, lower costs, and deeper MDR
investigations using third-party telemetry data. Why
choose GravityZone Security Data Lake:

Why choose GravityZone Security
Data Lake?

Collect, normalize, and correlate
logs from endpoints, networks,
cloud, and more in one platform

Asset risk scoring automatically
surfaces the most critical risks,
cutting noise and investigation
time

Built-in archiving, tiered retention
options, and instant recall
support regulations like GDPR,
SOC 2, PCI DSS, NIS2, and DORA
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GravityZone
PHASR

A staggering 84% of major attacks today involve native
tool abuse by attackers who blend in with legitimate user
activity to escape detection. GravityZone PHASR is a
groundbreaking solution that shrinks the attack surface,
tailoring security to each users’ behavior and restricting

unnecessary but risky tools without impact on productivity.

GravityZone

Why choose GravityZone
Compliance Manager?

Save time and reduce overhead
with automated compliance

mapping

Why choose GravityZone PHASR?

Uncover unused risky tools,
restrict access to them and
shrink the attack surface

Stop the stealthy Living off
the Land techniques without
slowdowns and IT overhead

Easily achieve and
demonstrate significant risk
reduction to leadership

Compliance Manager

Stay ahead of evolving
regulations such as GDPR, SOC 2,
PCI DSS, NIS2, and DORA

Streamline audits with on-
demand technical evidence and
audit-ready reports

GravityZone Patch
Management

Unpatched vulnerable operating systems or third-party
applications are involved in up to a third of breaches.
GravityZone Patch Management is a leading solution
that accelerates patch scans and enables automatic and

GravityZone Compliance Manager simplifies compliance
by providing real-time visibility into your security and
compliance posture — all within the unified GravityZone
platform. It reduces manual work and reliance on
specialized expertise, helping organizations meet
regulatory requirements, minimize risk, and strengthen
cyber resilience.

Why choose GravityZone Patch
Management?

Fastest solution to scan and
deploy patches

Support for the largest set of
third-party applications across
Windows, Linux, and macOS

Centralize patching across sites,
physical and virtual workstations,

manual deployment of security and non-security patches. and servers
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GravityZone External Attack
Surface Management (EASM)

Attackers move fast, scanning the internet just minutes
after new vulnerabilities are public. GravityZone EASM
continuously discovers internet-facing assets, including
shadow IT, misconfigured and vulnerable services, expired
certificates, and similar domains, enabling teams to
prioritize external vulnerabilities and mitigate exposures
before attackers strike.

Why choose GravityZone Full Disk

Encryption? G raVityZO ne

Avoid performance issues, use
native encryption: Windows
(BitLocker) and Mac (FileVault)

Simplifies encryption and
key management as well as
compliance reporting

Very easy to deploy and manage
from GravityZone using a single
endpoint agent

GravityZone Extended
Email Security

GravityZone Extended Email Security delivers dual-layer
protection with both Secure Email Gateway (SEG) filtering
and API-based mailbox security. This cloud-native, API-
enabled solution stops threats before they reach users
and continuously monitors post-delivery to detect and
remediate advanced attacks.

Why choose GravityZone
EASM?

Continuously discover all
internet-facing assets and
proactively close security gaps

Improve exposure
management by prioritizing
remediation of high-severity
vulnerabilities impacting
internet-facing assets.

Consolidate cyber risk and
exposure management to
a single comprehensive
platform

Full Disk Encryption

GravityZone Full Disk Encryption reduces the risk of
confidential data being exposed when devices are lost
or stolen. It makes it easy to remotely encrypt systems,
manage key recovery, and demonstrate compliance with
regulations like GDPR, HIPAA, PCI DSS and more.

Why choose GravityZone
Extended Email Security?

Pre- and post-delivery protection
for end-to-end email security

Stops ransomware, phishing,
impersonation, and business
email compromise

Intuitive, fast Ul with centralized
multi-tenant management for
MSPs and businesses
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° Why choose GravityZone
G raVItyzone Security for Mobile?
S ec u r it fo r M 0 b i le Device and platform agnostic
y Mobile Threat Defense for iOS,
Android, and ChromeOS
GravityZone Security for Mobile ensures secure access sl e o s el
to corporate data, protecting both corporate-owned and grotectior:jI &Vetﬁnf’ web,
. . . i t tecti
BYOD devices from modern attack vectors, including zero- B
day, phishing, and network attacks, by detecting known End-to-end attack visibility,

MITRE tagging, extended

and unknown threats. ; :
etection and response

Why GravityZone Security for

Containers? G raVityZO n e
S S Security for Containers

container-specific attacks

Consolidated workload, GravityZone Sgcurlty for Co.ntalners protects container
container runtime security workloads against modern Linux and container attacks
across multi, hybrid-cloud using Al threat prevention, Linux-specific anti-exploit
Kernel-agnostic security technologies, and context-aware endpoint detection and

eliminates Linux security r n EDR
compatibility challenges esponse ( )

GravityZone CSPM+ Why choose CSPM+?

Inventory cloud assets and
prioritize misconfigurations to

i i l isk
GravityZone CSPM+ (Cloud Security Posture Management) owerms
delivers visibility into your cloud footprint and Elimli(rl\ate n;lanual e;;florts,f
automatically identifies configurations which are outside of Bt Lot A

compliance frameworks and best practices.

Detect threats and leverage
actionable, human-readable
outcomes
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MXDR

Managed
Detection &

Business
Security
Enterprise

Business
Security
Premium

Business

GravityZone solutions & packages Security

Secure Windows, Mac, Linux workstations and servers,
network, clouds, identities, productivity apps, IoT devices,

Defense
XDR

and beyond
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Response

Local and cloud machine learning

Risk Management

Web Filtering and Content Control

Device Control

Process Protection

Exploit Defense

Network Attack Defense

Ransomware Mitigation

NEYAIAIEYAYAYA

Optimized Cloud and Server Security

Tunable Machine Learning

Fileless Attack Defense

Cloud Sandboxing

Attack Forensics
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Cross-Endpoint Detection & Visualization

Easy Investigation, One-Click Remediation

Threat Hunting

Anomaly Defense
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v

Included
with MDR

XDR Identity

XDR Network
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XDR Productivity

(\

XDR Cloud, XDR Business Apps (Atlassian)

Optional Add-ons

XDR Optional

(Defense XDR

or Individual
Add-ons)

24/7 Threat Management

v

Threat Hunting

v

MDR Portal

Compliance Manager

Integrity Monitoring

Full Disk Encryption

Security for Storage *

Patch Management

Security Data Lake

PHASR %2

Data Retention (90, 180, 365 days) -2

External Attack Surface Management

Cloud Security Posture Monitoring

Extended Email Security

Offensive Security Services

Security for Mobile

Advanced Threat Intelligence %2

Security for Containers

Premium Support

Professional Services

1 Not available with Business Security

2 Not available with Business Security Premium

See full product list on: www.bitdefender.com/en-us/business/all-products

Bitdefender is a cybersecurity leader delivering best-in-class threat prevention, detection, and response
solutions worldwide. Guardian over millions of consumer, enterprise, and government environments, Bitdefender
is one of the industry’s most trusted experts for eliminating threats, protecting privacy, digital identity and data,
and enabling cyber resilience. With deep investments in research and development, Bitdefender Labs discovers
hundreds of new threats each minute and validates billions of threat queries daily. The company has pioneered

Romania HQ
Orhideea Towers
15A Orhideelor Road,
6th District,
Bucharest 060071

breakthrough innovations in antimalware, IoT security, behavioral analytics, and artificial intelligence and its

technology is licensed by more than 200 of the world’s most recognized technology brands. Founded in 2001,

Bitdefender has customers in 170+ countries with offices around the world.

T: +40 21 4412452

US HQ

6301 NW 5th Way,
#4300,

Fort Lauderdale,
FL, 33309

T: +1954-776-6262




